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Abstract

Self-pruning is an effective scheme for efficient broadcasting in ad hoc wireless networks. In

a self-pruning broadcast protocol, a node may not forward a broadcast packet if a certain self-

pruning condition is satisfied based on the neighborhood information. In a static network with

an ideal MAC layer, only a subset of nodes forward the broadcast packet and still guarantee the

complete network delivery. Various protocols have been proposed with different self-pruning con-

ditions. Recently, a generic self-pruning protocol was proposed by Wu and Dai [21], which com-

bines the strength of previous conditions and is more effective. In this paper, we first propose an en-

hanced version of the generic protocol, which is more elegant in interpreting existing protocols and

has a simpler correctness proof. Then we evaluate the performance of the family of self-pruning

protocols under various network situations withns2. The objective is to observe the efficiency

and reliability of these protocols as a function of network density, congestion, and mobility, and

provide a guideline of implementation in the “real world”. Our performance analysis reveals that

the protocol reliability is barely affected by packet collision. However, most self-pruning protocols

suffer from low delivery ratio in highly mobile networks. We further explore various techniques

that improve the delivery ratio and show that both high efficiency and reliability can be achieved

in highly mobile networks.
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1 Introduction

Ad hoc wireless networks (or simply ad hoc networks) are dynamic in nature. Due to this dy-

namic nature, global information/infrastructure such as minimal spanning tree is no longer suitable

to support broadcasting in ad hoc networks.Flooding is a simple approach to broadcasting with-

out global information/infrastructure; in flooding, a broadcast packet is forwarded exactly once by

every node in the network. Blind flooding ensures the coverage; the broadcast packet is guaranteed

to be received by every node in the network, providing there is no packet loss caused by collision

in the MAC layer and there is no high speed movement of nodes during the broadcast process.

However, due to the broadcast nature of wireless communication media, redundant transmissions

in blind flooding may cause thebroadcast storm problem[18], in which redundant packets cause

contention and collision.

Self-pruningis an effective method in reducing broadcast redundancy. Unlike flooding, in self-

pruning-based broadcast protocols [2, 3, 10, 13, 16, 17, 22], each node collects neighborhood topol-

ogy information (i.e.,static information) via exchanging “Hello” messages and extracts broadcast

history information (i.e.,dynamic information) from incoming broadcast packets. Each node de-

cides its role in a specific broadcasting: it either becomes aforward nodeand forwards the broad-

cast packet, or becomes a non-forward node (i.e., is self-pruned) and does nothing. Collectively,

forward nodes, including the source node, form aconnected dominating set(CDS) and ensure the

coverage. A set of nodes is a dominating set if every node in the network is either in the set or a

neighbor of a node in the set. If the decision is made based on only static information, the corre-

sponding protocol is astatic protocol; otherwise, it is adynamic protocol. Both static and dynamic

protocols arelocalized methods, that is, the decision made on each node does not rely on global

network information or any network infrastructures that exhibit “sequentialized propagation” in

their building process. Although self-pruning does not provide a constant approximation ratio

to the optimal solution, it exhibits similar average efficiency to several non-localized broadcast

algorithms that provide constant approximation ratios.

In this paper, we evaluate the performance of the family of self-pruning protocols under various

situations with network simulatorns2 [4]. Our objective is to observe the efficiency (in reducing

the number of forward nodes) and reliability (in terms of delivery ratio) of these protocols as a

function of network density, congestion, and mobility, and determine if these protocols are practical

in the “real world”. The second objective is to study the effects of several implementation options

on the performance of the generic protocol and provide a guideline of tradeoffs under different

network settings.
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Our work has been inspired by two recent findings [20, 21]. In [21], a generic self-pruning

scheme was proposed to combine the strength of several existing broadcast protocols. Five existing

broadcast algorithms [2, 3, 16, 17, 22] were shown to be special cases of acoverage condition. A

simulation study was conducted to compare the performance of the coverage condition and its

special cases, as well as to examine the effects of several implementation options. However, those

protocols were simulated in networks without collision or mobility. Since 100% delivery ratio is

guaranteed in such “ideal” networks, evaluation on reliability was not conducted. In [20], Williams

and Camp simulated a self-pruning protocol called Scalable Broadcast Algorithm (SBA) withns2,

and compared it with another CDS-based localized broadcast protocol called Ad Hoc Broadcast

Protocol (AHBP) [11]. Their simulation results suggested that SBA has lower efficiency, causes

higher end-to-end delay, and is more resilient to mobility. A variation of SBA called the neighbor

coverage scheme, which is proposed and simulated by Tseng et al [19], shows similar properties in

the simulation. However, SBA has too many unique properties to be a typical self-pruning protocol.

More optimizing options are yet to be explored via a simulation study of the entire self-pruning

family.

The generic protocol in [21] is used in our simulation study as a framework for comparing

existing self-pruning protocols and various implementation options. In addition, we propose an

enhanced version of the coverage condition called theself-pruning rule, which is more elegant in

interpreting some existing protocols and has a simpler correctness proof. Seven existing protocols,

including five protocols listed in [21], are shown to be special cases of the self-pruning rule. These

protocols are simulated and compared with blind flooding and a new protocol derived from the

self-pruning rule. AHBP uses another important broadcast method calledneighbor-designating

[7, 8, 12, 11], where the status of a node is determined by its neighboring forward nodes. A

more general scheme that covers both self-pruning and neighbor-designating methods, and the

performance comparison among them, are part of our future work and will not be discussed in the

paper.

Our simulation study consists of two parts. In the first part, we consider three sources of unreli-

ability: collision, contention, and mobility. Simulation results show that collision is not a serious

problem when a small forwarding jitter delay (≤ 1ms) is used. The contention level can also be

minimized by using the most efficient protocol to reduce redundancy. However, most existing pro-

tocols exhibit relatively low delivery ratio in mobile networks. One drawback of the self-pruning

method is that it demands accurate neighborhood information and cannot ensure the coverage with

outdated topology information. Without special treatment, most self-pruning protocols are not suit-

able for highly mobile networks. We try to solve this problem in the second part of our simulation
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Figure 1. Local information for nodes u and v.

study. Five implementation techniques that improve reliability in mobile networks are discussed,

and their effectiveness are evaluated. Four of them have been used previous protocols, and the

fifth is newly proposed. Simulation results show that high reliability can be achieved with high

efficiency in highly mobile networks.

The remainder of this paper is organized as follows: Section 2 reviews the original coverage

condition and related implementation options. Section 3 introduces the new self-pruning rule.

Section 4 examines seven existing self-pruning protocols as special cases of the self-pruning rule.

Section 5 gives simulation results on the performance of existing protocols, and Section 6 evaluates

various implementation options that improve reliability in mobile networks. Section 7 concludes

this paper.

2 Preliminary

We consider an ad hoc network as a graphG = (V, E), whereV is a set of nodes andE is a set of

bidirectional links. For each nodev, N(v) = {u | (u, v) ∈ E} denotes its neighbor set. A broad-

cast process can be denoted by the set of the forward nodesF ⊆ V . A broadcasting issuccessfulif

every node receives the broadcast packet; that is,V −F ⊆ N(F ), whereN(F ) =
⋃

v∈F N(v). We

say a broadcast protocolensures the coverageif it guarantees successful broadcasting, providing

thatG is connected and there is no topology change or packet loss during the broadcast process

(the latter condition is relaxed in our simulation onns-2). It is relatively easy to ensure the cov-

erage with a largeF (e.g. blind flooding) or with a smallF which is based on expensive global

information (e.g. MCDS [5]). The problem is to determine a small forward node set based on

affordable local information.

Local information collected at each node can be divided into two categories:static information,

including neighborhood topology and a certain node attribute that serves as a priority value, and
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Figure 2. Neighborhood topology of node u.

dynamic information, including a small set of nodes that have forwarded the broadcast packet.

The static information is independent of any broadcasting and can be collected by periodically

exchanging “Hello” messages among neighbors. The priority values are used to establish a total

order among nodes. High priority nodes usually bear more responsibilities in a broadcast process

than do low priority nodes. The dynamic information depends on each broadcasting and is carried

by the broadcast packet. More formally, for each broadcasting, the local informationLv collected

at a nodev is a triple(Gv, p, Fv), whereGv = (Vv, Ev) is a subgraph ofG that usually represents

the topology of a small vicinity,p is the priority function onVv, andFv ⊆ F ∩ Vv represents a list

of forward nodes extracted from incoming broadcast packets. For the sake of clarity, we call nodes

in Fv black nodes, non-black nodes with higher priorities thanv gray nodes, and all other nodes

white nodes. Note that the coloring of nodes is relative and depends on the view of each node. A

gray node in the view of one node could be a white node in the view of another node. For example,

in Figure 1, nodex is a gray node in the view of nodeu but a white node for nodev.

In the original generic self-pruning scheme [21], each node decides its own status (forwarding/non-

forwarding) independently based on the following condition.

Coverage Condition: Nodev is pruned (i.e., has a non-forward node status) if for any two neigh-

borsu andw, a replacement pathexists that connectsu andw with black and gray intermediate

nodes only.

According to the coverage condition, nodeu in Figure 1 (b) can be pruned, because its neighbor

v is directly connected with neighborss andx, ands andx are connected via a replacement path

(s, v, x) with only gray nodev as an intermediate node. Nodev in Figure 1 (c) is not pruned, as

no such replacement path can be used to connect neighborss andx. It was proved in [21] that

the coverage condition ensures the coverage. Five existing self-pruning protocols [2, 3, 16, 17, 22]

were shown to be special cases of the coverage condition with different implementation options,

including:
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Neighborhood topology: i.e.,Gv in each nodev collected via exchanging “Hello” messages peri-

odically among neighbors. We use the term “k-hop information” to denote the topology informa-

tion that can be collected afterk rounds of “Hello” message exchanges. Figure 2 shows neighbor-

hood topologies with different values ofk. Generally,k-hop topology information includes nodes

within k hops, links between any two nodes withink − 1 hops, and links between a nodek hops

away and a nodek − 1 hops away. The coverage condition requires at least 2-hop information to

apply. Usingk-hop information withk > 2 can slightly increase the pruning efficiency, but also

causes higher message overhead and slower convergence.

Priority value : i.e., p(v) of each nodev advertised in the “Hello” messages. We sayp(v) is a

k-hop priority value if it depends onk-hop information of nodev. For example, node id is a 0-hop

priority value because it is independent of any topology information. Node degree, defined as the

number of neighbors, is a 1-hop priority value. Neighborhood connectivity ratio (NCR), defined

as the ratio of pairs of directly connected neighbors to pairs of any neighbors, is a 2-hop priority

value. Node degree and NCR were proposed to reduce the number of forward nodes in relatively

sparse networks. However, they also cause slower convergence.

Backoff delay: A nodev is more likely to be pruned if it has a larger black node setFv in its local

information. For example, nodev in Figure 1 can be pruned only after it identifies two black nodes

in its neighborhood. The backoff delay scheme postpones the testing of the self-pruning rule for a

backoff delay, hoping that new black nodes can be observed forwarding the same broadcast packet.

Figure 1 (c) shows the situation when the first packet comes from nodes, and Figure 1 (d) shows

that another copy of the same packet is received from nodey. Backoff delay has the drawback of

longer overall delay.

Piggybacked history: Piggybacking a list of recently visited nodes in the broadcast packet is

an inexpensive method to increase the number of black nodes inFv. There are three available
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options: 0-hop history (i.e., no black node, as shown in Figure 3 (a)), 1-hop history where the id

of the last visited node can be extracted from the sender field of the incoming packet (Figures 1

(b) and 1 (d)), andk-hop history where id’s of the lastk − 1 visited nodes are piggybacked into

the broadcast packet (Figure 3 (b)). In the last option,k is the same as that used in collecting

k-hop information. Note that the piggybacked history can be combined with the backoff delay.

For example, Figure 1 (d) combines backoff delay and 1-hop history information, and Figure 3 (c)

combines backoff delay and 2-hop history information.

We say a self-pruning protocol is a static protocol if it does not collect or use any dynamic

information; otherwise, it is a dynamic protocol. A static protocol has only gray nodes, whereas a

dynamic protocol has both gray and black nodes. For example, nodev in Figure 3 (a) can be pruned

by a static protocol. The benefit of static protocols is that the forward node set can be applied prior

to any broadcasting, which reduces the computation overhead. A more important consideration

is to form a relatively stable CDS (also called backbone [14, 15]) that facilitates unicasting and

multicasting as well. The drawback is that static protocols usually produce a larger CDS than the

dynamic ones. Although the original coverage condition in [21] covers both static and dynamic

protocols, it encountered difficulty in interpreting the situation with multiple disconnected black

nodes as in SBA [10]. Furthermore, the correctness proof was complex and focused on static

protocols.

Simulation results in [21] showed that the coverage condition is more efficient than existing

self-pruning protocols. It was also shown that the pruning efficiency can be further improved using

k-hop information (k ≥ 3), h-hop broadcast history information (h ≥ 2), and NCR as priority.

However, the improvement is slight and does not justify the extra overhead. Note that simulations

in [21] focused on efficiency (i.e., how many nodes forward the broadcast packet) instead of relia-

bility (i.e., how many nodes receive the broadcast packet). Therefore, we assumed an ideal MAC

layer without collision or contention, and always up-to-date neighborhood information in spite of

mobility. This model no longer suffices, however, when the focus shifts to the protocol reliability

under congestion and mobility.

3 An Enhanced Generic Self-Pruning Protocol

In this section, we propose an enhanced version of the original coverage condition in [21].

The enhanced condition, called theself-pruning rule, provides better interpretations for dynamic

protocols and has a simpler proof than the original coverage condition.
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(b) Node v is a non-forward node based on the self-pruning rule.

Self-Pruning Rule: A nodev is pruned if each of its non-black neighborsu is connected to a black

node via a replacement path containing only gray nodes.

That is, if every nodeu ∈ N(v) is either a black node, directly connected to a black node that

has forwarded the broadcast packet, or indirectly connected to a black node via several gray nodes

that have higher priorities thanv, thenv is a non-forward node; otherwise, it is a forward node.

The following theorems show that the self-pruning rule is both correct and at least as powerful as

the original coverage condition.

Theorem 1 The self-pruning rule ensures coverage.

Proof: We prove the theorem by contradiction. Suppose in a broadcasting that the set of nodes not

receiving the broadcast packet,U = V − F − N(F ), is not empty, and letW = N(U) − U be

the “outer rim” ofU that has received and dropped the broadcast packet. Apparently,W ∩ F = ∅.
Note thatW 6= ∅; otherwise, a network partition exists that separatesU from the source node. Let

w be the node inW with the highest priority. From the assumption, there is at least one neighbor

u ∈ U of w, which must be covered by a black node according to the self-pruning rule. Note that

any replacement path tou must contain at least one nodew′ ∈ W (i.e., must pass the outer rim, as

shown in Figure 4 (a)), andw′ must be a gray node inw’s view. That contradicts the assumption

thatp(w) > p(w′). 2
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Table 1. Existing self-pruning protocols as special cases of the generic self-pruning rule.

Static Info Dynamic Info

Protocol topology priority round delay hist.

Wu-Li a 2 id/degree 2b No 0

Dai-Wu 2 id/degree 2b No 0

Span 3 connectivity 5c No 0

Rieck d 2 id 2 No 0

LENWB 2 degree 3 No 1

SBA 2 - 2 Yes 1

Stojmenovica 1e degree 2 Yes 1

aAllowing at most two gray nodes in each replacement path.
bWhen restricted pruning rules are used. That is,Vv ⊆ N(v)
cWhen the enhanced version is used.
dAllowing at most one gray node in each replacement path.
eRequiring a GPS device installed on each node.

Theorem 2 Any nodes pruned by the original coverage condition can also be pruned by the self-

pruning rule.

Proof: The theorem is obviously true for dynamic protocols, as all white and gray nodes are

connected to one or more black nodes via replacement paths. In static protocols, if a nodev

is pruned by the original coverage condition, then every pair ofv’s neighbors are connected via

gray nodes. In each broadcast process, regardless from which neighbor a node receives a broadcast

packet, all other neighbors ofv are always connected to this black node with gray nodes. Therefore,

the self-pruning rule is still satisfied. 2

In general, the self-pruning rule is more powerful than the original coverage conditions. For

example, nodev in Figure 4 (b) cannot be pruned in the original coverage condition, as there is no

replacement path connecting neighborsu ands. However, nodev can still be pruned based on the

self-pruning rule, as all white neighbors ofv are connected to a black node.

4 Existing Self-Pruning Protocols

We examine seven existing self-pruning protocols as special cases of the self-pruning rule, as

listed in Table 1. Most of them, except for Rieck’s algorithm [13] and SBA [10] were shown

to be special cases of the coverage condition [21] and are briefly discussed here for the sake of
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completeness. All seven protocols are simulated and compared with blind flooding and a new

protocol derived from the generic scheme in the next section.

Wu and Li’s algorithm (static): Wu and Li [22] proposed amarking processto determine a

set ofgateways(i.e., forward nodes) that form a CDS: a node is marked as a gateway if it has

two neighbors that are not directly connected. Two pruning rules are used to reduce the size of

the resultant CDS. According to pruning Rule 1, a gatewayv becomes a non-gateway if all of its

neighbors are also neighbors of another nodeu that has a higher priority value; that is,v’s neighbor

set iscoveredby u. According to pruning Rule 2, a marked node can be unmarked if its neighbor

set is covered by two other nodes that are directly connected and have higher priority values. Two

types of priority are used: node id and the combination of node degree and node id. A pruning

rule is calledrestricted if the neighbor set of a gateway can be covered by its neighbors. 2-hop

information is enough to implement the marking process and restricted Rules 1 and 2, and 3-hop

information is required to implement non-restricted Rules 1 and 2. Wu and Li’s algorithm is a

static protocol; the status of a node is computed only when its neighborhood topology has been

changed. The computing time of the marking process on each node isO(d 2) and that of restricted

Rules 1 and 2 isO(d 3), whered is the maximal node degree of a network.

Dai and Wu’s algorithm (static): Dai and Wu [3] extended the previous algorithm by using a more

general pruning rule called Rulek: a gateway becomes a non-gateway if its neighbor set is covered

by k other nodes that are connected and have higher priority values. Rules 1 and 2 are special cases

of Rulek wherek is restricted to 1 and 2, respectively. An efficient algorithm based on depth-first

search was also proposed in [3] to implement the restricted Rulek with 2-hop information and

O(d 2) computing time. Simulation results show that the restricted Rulek is almost as efficient as

the non-restricted one in reducing the forward node set.

Span(static): Chen et al [2] proposed theSpanprotocol to construct a set of forward nodes (called

coordinators). A nodeu becomes a coordinator if it has two neighbors that are not directly con-

nected, indirectly connected via one intermediate coordinator, or indirectly connected via two in-

termediate coordinators. Before a node changes its status from non-coordinator to coordinator, it

waits for a backoff delay which is computed from its energy level, node degree, and the number

of pairs of its neighbors that are not directly connected. The backoff delay can be viewed as a

priority value, such that nodes with shorter backoff delay have a higher chance of becoming coor-

dinators. Span cannot ensure a CDS since two coordinators may simultaneously change back to

non-coordinators and the remaining coordinators may not form a CDS. To conduct a fair compar-

ison of Span and other broadcast algorithms that guarantee the coverage, we use in this paper an
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enhanced version of Span, where a node becomes a coordinator if it has two neighbors that are not

directly connected or indirectly connected via one or two intermediate nodes with higher priority

values. Span uses 3-hop information and requiresO(d 3) computing time. Note that Span does

not use full 3-hop information, since the condition that two neighbors are indirectly connected via

three intermediate coordinators could have been used.

Rieck’s algorithm (static): Rieck et al [13] recently proposed a CDS algorithm that can be viewed

as a special case of the enhanced Span. In Rieck’s algorithm, a nodev is in the CDS if it has two

neighbors that are not directly connected or indirectly connected via one intermediate node with

higher priority thanv. Unlike Span, the case that two neighbors are indirectly connected via two

intermediate nodes with higher priorities is not considered. Therefore, the resultant CDS is larger

than that in Span. On the other hand, Rieck’s algorithm requires only 2-hop information andO(d2)

computing time.

LENWB (dynamic): Sucec and Marsic [17] proposed theLightweight and Efficient Network-Wide

Broadcast(LENWB) protocol, which computes the forward node status on-the-fly. Whenever node

v receives a broadcast packet from a neighborw, it computes the setC of nodes that are connected

to w via nodes that have higher priority values thanv. If v’s neighbor set,N(v), is contained in

C, nodev is a non-forward node; otherwise, it is a forward node. LENWB is a dynamic protocol;

the status of each node is re-computed during each broadcast process with 2-hop information and

O(d 2) computing time.

SBA (dynamic): Peng and Lu [10] proposed the Scalable Broadcast Algorithm (SBA) to reduce

the number of forward nodes. As in LENWB, the status of a forward node is computed on-the-fly.

When a nodev receives a broadcast packet, instead of forwarding it immediately,v will wait for a

backoff delay. For each neighborw that has forwarded the broadcast packet, nodev removesN(w)

from N(v). If N(v) does not become empty after the backoff delay, nodev becomes a forward

node; otherwise, nodev is a non-forward node. As in LENWB, SBA uses 2-hop information and

O(d 2) computing time.

Stojmenovic’s algorithm (hybrid): Stojmenovic et al [16] extended Wu and Li’s algorithm in two

ways: (1) Suppose every node knows its accurate geographic position, only 1-hop information is

needed to implement the marking process and Rules 1 and 2. That is, each node maintains only a

list of its neighbors and their geographic positions (connections among neighbors can be derived).

(2) The number of forward nodes are further reduced by a neighbor elimination algorithm similar

to the one used in SBA. Stojmenovic’s algorithm is a hybrid scheme. Before any broadcasting,
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Figure 5. Node v in the center of each subgraph can be self-pruned by the corresponding

protocol. Nodes in the transmission range of node v (the dashed circle) are neighbors of v.

a static algorithm (i.e., the marking process and restricted Rules 1 and 2) is applied on all nodes

with 1-hop location information andO(d 3) computing time. During each broadcasting, a dynamic

algorithm (i.e., SBA) is applied on those nodes, which are temporarily marked as forward nodes

by the static algorithm, with 1-hop location information andO(d 2) computing time.

Figure 5 shows self-pruning conditions in above protocols. Nodev in subgraphs (a) and (b) can

be pruned by Wu and Li’s algorithm. Nodev in subgraphs (a), (b), and (c) can be eliminated by

Dai and Wu’s algorithm. Nodev in subgraphs (a), (b), (d), and (e) can be removed by Span. Node

v in subgraphs (a), (b), and (d) can be taken out by Rieck’s algorithm. Note that gray nodes in

Figures 5 (d) and (e) are node neighbors ofv. All those static algorithms have a stronger pruning

condition than the self-pruning rule. Because whenv receives a broadcast packet from one of its

neighbors, this neighbor (originally a white node) becomes a black node, and all other neighbors

of v are connected to this black node, either directly or via a replacement path consisting of gray

nodes. Nodev in subgraphs (a) to (f) can be eliminated by LENWB. Nodev in subgraphs (g) can

be removed by SBA. Nodev in subgraphs (a), (b), and (g) can be taken out by Stojmenovic’s al-

gorithm. Nodev in all subgraphs can be pruned by the self-pruning rule. When 2-hop information

is used, the generic protocol usesO(d 3) computing time.

Figure 6 illustrates four self-pruning protocols with a small network with 11 nodes, where node
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Figure 6. Broadcast processes of different self-pruning protocols.

id serves as priority, and a broadcasting starts from node 1. Figure 6 (a) shows the broadcast process

of Dai and Wu’s algorithm, which uses no dynamic information. The corresponding forward node

set includes all gateway nodes (black nodes) and the source node (the black node marked by a

circle). Among non-forward nodes, nodes 6, 7, 8, and 11 are unmarked by the marking process,

and nodes 3 and 4 are unmarked by Rulek. Note that node 4 can also be unmarked by Rule 2.

Figure 6 (b) demonstrates LENWB, which uses 1-hop history information. Compared with Dai and

Wu’s algorithm, node 10 becomes a non-forward node because its neighbors are directly connected

to the source node 1. Figure 6 (c) demonstrates SBA, which uses 1-hop history information and

a random backoff delay. There are two nodes (shadowed nodes) with random forward statuses. If

node 3 receives the broadcast packet from only source node 1, it becomes a forward node because

its neighbor 6 is not a neighbor of node 1. If node 3 has a smaller backoff delay than node 5, and

receives the broadcast packet from both nodes 1 and 5, it becomes a non-forward node. Similarly,

node 9 becomes a non-forward node when it has a smaller backoff delay than node 2. Figure 6 (c)

shows the broadcast process of the generic protocol using a random backoff delay. Compared with

LENWB, node 9 has a 50% probability of becoming a non-forward node. Compared with SBA,

node 3 is always a non-forward node regardless of its backoff delay.

5 Performance Analysis

This section presents results from the first part of our simulation, i.e., the major threat to self-

pruning protocols under congestion and mobility. Techniques that handle the threat are discussed

in the next section. Unlike simulations in [21], simulations in this paper focus on reliability rather

than efficiency, and are conducted onns-2(1b7a) [4] and its CMU wireless and mobility extension

[6], using the IEEE 802.11 MAC layer, limited queue space in the link layer, and the random

waypoint mobility model [1].
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Table 2. Simulation parameters

Parameter Value

Network Area 900× 900 m2

Transmission Range 250m

Bandwidth 2 Mb/s

Data Packet Size 64 bytes

Maximal IFQ Length 50

Simulation Time 100s

Number of Trials 20

Confidence Level 95%
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Figure 7. Percentage of forward nodes (a) and normalized broadcast cost (b).

Nine protocols are simulated, including blind flooding (Flooding), Wu and Li’s algorithm (Rules

1&2), Dai and Wu’s algorithm (Rulek), a variation of Span that ensures the coverage (Span),

Rieck’s algorithm (Rieck), LENWB, SBA, Stojmenovic’s algorithm (Stojmenovic), and a new

protocol using the generic self-pruning rule (Generic). In order to avoid excessive packet collisions,

all protocols use a random jitter between 0 and 1 millisecond before forwarding a received packet.

In the default configuration, all self-pruning protocols use 1 second “Hello” interval and collect

2-hop information. The only exception is Stojmenovic’s algorithm, which uses 1-hop location

information. Rules 1&2, Rulek and Generic use node id as priority, LENWB and Stojmenovic’s

algorithm use node degree, and Span uses NCR. Only SBA and Stojmenovic’s algorithm use a

random backoff delay (around10ms, depending on local topology). Other simulation parameters

are listed in Table 2.
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Figure 8. Broadcast redundancy (a) and delivery ratio (b) versus network size.

Efficiency: Figures 7 and 8 exhibit the performance of eight protocols in networks with relatively

low traffic load (10 broadcast packets per second), low mobility (each node moving at 1m/s on

average), and varying sizes. Figure 7 (a) shows the pruning efficiency of different self-pruning

protocols. Rieck’s algorithm is the most inefficient, because of its conservative pruning rule that

keeps all shortest paths. SBA is inefficient in dense networks, partially caused by the relatively

small backoff delay. Other protocols have similar efficiency; among them, Generic is the most

efficient.

Note that the data packets sent by forward nodes represent only one part of the overall broadcast

overhead; the other part is the overhead of “Hello” messages. Flooding uses no “Hello” message.

In protocols using location information, the “Hello” messages are short and have a fixed size. For

other protocols, each “Hello” message contains the list of neighbors of the sender, and its size is

proportional to the node degree of the sender. A “Hello” message becomes smaller when node id

is used as priority, as no extra bytes are used to accommodate priority values of neighbors.

We measure the overall broadcast cost of a protocol in terms of the normalized broadcast cost,

i.e., average bytes sent to the MAC layer per node per broadcasting, including data packets and

“Hello” messages. As shown in Figure 7 (b), Flooding has the highest cost, followed by Rieck’s

algorithm and SBA, which have relatively large forward node sets. LENWB and Span, which

use node degree and NCR as priorities, have higher cost than the three id-based protocols. The

only location-based protocol, Stojmenovic’s algorithm, has the least overall cost. This is because

Stojmenovic’s algorithm uses 1-hop location information, which has a very small constant packet

size.
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Figure 9. Delivery ratio (a) and end-to-end delay (b) versus traffic load in sparse networks.

Tolerance to collision: We measure reliability of broadcast protocols in terms of the delivery ratio,

i.e., the percentage of nodes that received the broadcast packet. Low reliability may be caused by

collision, contention, or mobility. Note that packet collision is different from contention. In a colli-

sion, several nodes send packets simultaneously because they cannot sense each other, and packets

are lost due to interference. In a contention, a node senses a packet sent by another node and backs

off, which causes extra waiting time and packets dropped from the sender’s queue. Redundancy

can compensate for the effects of collision and mobility, but not for those of contention. Our focus

is to identify the main threat to the reliability of a protocol under various environments.

Figure 8 (a) shows the broadcast redundancy of eight protocols. The broadcast redundancy of a

protocol is defined as the average number of redundant packets received by each node. Four groups

are observed in the redundancy graph: (1) Flooding, which has the highest redundancy, (2) Rieck’s

algorithm and SBA, which have less redundancy than Flooding, but much higher than the others,

(3) Rules 1&2, Stojmenovic’s algorithm, Span, and LENWB, which have moderate redundancy,

and (4) Rulek and Generic, which have the lowest redundancy. Although high redundancy means

low efficiency, moderate redundancy is critical for reliability.

Figure 8 (b) shows the delivery ratio of eight protocols. In a low traffic and low mobility environ-

ment, the dominating effect is collision. Simulation results show that collision is not a real threat to

reliability under light traffic. High delivery ratio (≥ 95%) is observed for all eight protocols. Both

Rule k and Generic have very low redundancy, but both still have high delivery ratio (≥ 98%).

The only exception is in very sparse (30 nodes) networks, where network partition occurs. Five

protocols with high or moderate broadcast redundancy have higher delivery ratio than other proto-
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Figure 10. Delivery ratio (a) and end-to-end delay (b) versus traffic load in dense networks.

cols: Flooding, Rieck’s algorithm, SBA, Rules 1&2, and Stojmenovic’s algorithm. LENWB has

lower delivery ratio than other protocols and its delivery ratio becomes lower when the network is

denser. This is because LENWB uses node degree as priority and tends to select forward nodes

from the center area, which increases the chance of collision in the center area, and decreases the

redundancy in the border area.

Tolerance to congestion: In a congested network, low reliability is caused by either collision

or contention. In the latter case, broadcast packets are dropped from the sender’s queue (a queue

length of 50 at each node is used in the simulation) when the network bandwidth is exhausted by the

heavy traffic. Efficient protocols like Generic and Rulek are more vulnerable to collision, while

protocols with high redundancy, such as Flooding, Rieck’s algorithm, and SBA, suffer mainly

from contention. When there is high contention, an increased average end-to-end delay will be

observed. Figure 9 shows the scenario in relatively sparse networks (with 30 nodes and an average

node degree around 6) with varying traffic load. Flooding collapses when the number of broadcast

packets issued per second (pps) reaches 80, and Rieck’s algorithm and SBA collapse at 120; that

is, their delivery ratios drop quickly below90%. In the mean time, obvious increases of end-to-end

delay are observed. Although SBA has lower redundancy than Rieck’s algorithm, the former has

higher end-to-end delay than the latter, because SBA uses extra backoff delay. The delivery ratio of

other protocols descends slowly aspps reaches 200. Since there is no big increase in their end-to-

end delays, packet collision is the dominating factor. In relatively dense networks (with 100 nodes

and average degree 18, as shown in Figure 10), Flooding exhausts the bandwidth whenpps = 40,

and Rieck’s algorithms and SBA do so whenpps = 60. For the remaining protocols, Generic and
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Figure 11. Delivery ratio versus network mobility in sparse (a) and dense (b) networks.

Rulek are obviously more tolerant to congestion than other special cases.

Resilience to mobility: Figure 11 shows the scenario under relatively low traffic load (pps = 10)

and varying mobility level. The “Hello” interval is1s. The general rule is that protocols with the

high broadcast redundancy (i.e., low pruning efficiency) have high delivery ratio. For example,

Flooding always has 100% delivery ratio; Rieck’s algorithm and SBA have above 90% delivery

ratio in relatively sparse networks and 100% in relatively dense networks. Rules 1&2 also have

a very high delivery ratio in relatively dense networks. The delivery ratio of Generic, the pro-

tocol with the least redundancy, drops under 90% when the average node speed is above20m/s

in relatively sparse networks and40m/s in relatively dense networks. This rule has two excep-

tions. First, Stojmenovic’s algorithm maintains a high delivery ratio under a high moving speed

(160m/s). That means location-based protocols are more resilient to network mobility. Second,

Span and LENWB have higher redundancy but lower delivery ratio than Generic, suggesting that

node degree and NCR as priorities are less resilient to mobility than node id.

Simulation results in this section can be summarized as follows:

1. The new protocol (Generic) has higher efficiency than all existing self-pruning protocols.

2. When a small forwarding jitter (≤ 1ms) is used, all broadcast protocols achieve high delivery

ratio (≥ 96%) under a light traffic and low mobility environment. That is, collision alone

cannot cause serious damage on reliability.

3. Heavy contention is observed under heavy traffic, and is the major cause of the unreliability

in this case. This situation can be relieved only with high efficiency.
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4. High mobility can seriously damage the reliability of several efficient protocols, including

Rulek, Span, LENWB, and Generic.

5. When location information is provided, Stojmenovic’s algorithm is both efficient and reliable

under high mobility.

In order to obtain high reliability under congestion and mobility, we must either make an efficient

protocol more resilient to mobility, or make a reliable protocol more efficient. Using location

information as in Stojmenovic’s algorithm seems to be an effective technique. More optimization

techniques are discussed and evaluated in the next section. Note, however, that reliability is not an

ultimate goal in many applications. For example, in route discovery of reactive protocols (including

DSR and AODV), the route request message does not have to reach all nodes in the network. It is

normally sufficient to find one node that has the knowledge of the destination. If reliable broadcast

is an ultimate goal, special mechanisms have to be deployed, including ACK/NACK at link-to-link

and end-to-end. Detailed discussion on this subject can be found in [9].

6 Optimization Techniques

The second part of our simulation study focuses on five implementation techniques that achieve

resilience to mobility in self-pruning protocols while maintaining high efficiency. The first four

techniques, related with “Hello” interval, priority value, backoff delay, and location information,

are derived from existing protocols and have their limitations. We further propose the fifth tech-

nique, which uses two expiration timers in detecting link failures, to overcome those limitations.

“Hello” interval : In a mobile environment, nodes may be mistakenly pruned based on inaccurate

neighborhood information. Massive pruning mistakes are the primary reason for the low delivery

ratio in highly mobile networks. As shown in Figure 12 (a), when node 49 broadcasts a packet,

none of its neighbors forward this packet. The reason is that all its neighbors have the outdated

topology information, where two high priority nodes, 50 and 57, are still neighbors of node 49

and are supposed to forward the broadcast packet, as shown in Figure 12 (b). Suppose the interval

between each “Hello” message is 1 second, and a link break is detected after missing two “Hello”

messages, it takes at most 3 seconds to detect a topology change in a node’s 1-hop neighborhood

and 4 seconds to detect one in the 2-hop neighborhood. A change of node priority, such as node

degree and NCR, takes more time to detect. One way to reduce the number of pruning mistakes

is to collect more accurate neighborhood information via more frequent “Hello” messages. For
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(a) A broadcast failure
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(b) The network 2 seconds ago

Figure 12. A broadcast failure due to outdated neighborhood information.
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Figure 13. Delivery ratio versus “Hello” interval in sparse (a) and dense (b) networks.

example, if nodes 50 and 57 move out of the transmission range of node 49 one second ago, this

change can be detected using a “Hello” interval of 0.25 second. However, this cannot solve the

problem when the broadcasting starts immediately after the topology change.

Figure 13 shows the delivery ratio of the generic self-pruning rule (Generic) using different

“Hello” intervals. It is not surprising that the delivery ratio is very low when the “Hello” interval

is very large (10s), and becomes higher with smaller “Hello” intervals. When the “Hello” interval

is around0.1s, very high delivery ratio (90-100%) can be achieved under very high moving speed

(160m/s). Using a smaller “Hello” interval, however, will not further improve the delivery ratio.

In this case, packet collision rather than pruning error is the dominating factor. After the broadcast
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Figure 14. Pruning efficiency (a) and resilience to mobility (b) of different priority types.

packet is lost in the collision with frequent “Hello” messages, many nodes will not receive or

forward the packet. As shown in Figure 13, the delivery ratio is very low with a very small “Hello”

interval (0.01s).

On the other hand, the “Hello” interval cannot be reduced without limit. A self-pruning protocol

is less efficient than blind flooding if it costs more than one packet per node for each broadcasting,

including control packets (i.e., the “Hello” message) and data packets (i.e., the broadcast packet).

Suppose 10 broadcast packets are issued per second, using a “Hello” interval of0.1s is not a

wise choice, because it uses more packets than blind flooding. Tradeoffs between efficiency and

reliability must be done based on the network size, broadcast frequency, and network mobility.

Priority type : Here we consider three types of priority values: node id, node degree, and neigh-

borhood connectivity ratio (NCR). Several previous literatures [16, 17, 21] suggested using node

degree instead of node id as priority to improve the pruning efficiency, and NCR was proposed in

[2] to be more efficient than node degree. This is also confirmed by simulation results in static

networks in [21]. On the other hand, using node id (1-hop priority value) has faster convergence

than node degree and NCR (1-hop and 2-hop priority values). In mobile networks, faster conver-

gence means more accurate priority information, fewer pruning mistakes and higher delivery ratio.

It seems that efficiency contradicts reliability in the selection of priority types.

An important discovery of this simulation study is that node id is actually more efficient than

both node degree and NCR under certain situations. Figure 14 shows simulation results of several

variations of Generic with different priority types. In sparse networks (40 nodes), node id as

priority produces more forward nodes than both node degree and NCR. When the network becomes
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Figure 15. Delivery ratio versus average moving speed, with or without location information, in

sparse (a) and dense (b) networks.

denser (60-80 nodes), node id is more efficient than node degree, but still less efficient than NCR.

In networks with more than 100 nodes, node id becomes more efficient than both node degree and

NCR, as shown in Figure 14 (a). When node id is used as priority, the forward nodes are evenly

distributed to the entire area; when node degree is used as priority, most nodes are crowded in

the center area and, therefore, cause higher redundancy. This is partially caused by the random

waypoint mobility model we used in the simulation, where the center area tends to have higher

node density than the border area. In very dense networks, only a few nodes with the highest

priorities become forward nodes. If high priority nodes are evenly distributed, the entire network

can be covered by fewer nodes with less redundancy; otherwise, more nodes will be forced to

forward the broadcast packet.

Figure 14 (b) shows the delivery ratio of three variations of Generic in relatively dense (100

node) networks. Node id achieves higher delivery ratio than node degree, which in turn, has higher

delivery ratio than NCR. The gaps become larger under higher mobility. Since node id is both

efficient and reliable in mobile networks, it is our recommendation for all self-pruning protocols.

However, using node id cannot solve the entire problem; the delivery ratio is still low (80%) under

high mobility (160m/s).

Location information : Among existing self-pruning protocols, Stojmenovic’s algorithm achieves

both relatively high pruning efficiency and high reliability. We believe that this high reliability is

due to the use of location information. When location information is used, every node advertises its
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Figure 16. Percentage of forward nodes versus average moving speed, with or without location

information, in sparse (a) and dense (b) networks.

location (obtained from a GPS device) in its “Hello” messages. Based on the location information

collected from neighbors’ “Hello” messages, a node can compute the existence of wireless links

among its neighbors based on their geographical distances and the transmission range. Using

location information has two benefits: (1) the “Hello” message no long contains the list of 1-hop

neighbors and becomes smaller, and (2) wireless links computed from 1-hop location information

are fresher and more accurate than those extracted from 2-hop topology information. For example,

if node 43 in Figure 12 knows the recent locations of nodes 49 and 57, it can detect a broken link

(49, 57) and forward the broadcast packet.

Naturally, we want to apply the technique to the generic protocol and expect the similar effect.

In our simulation study, we implement two variations of Stojmenovic’s algorithm, one with the aid

of location information and the other without. Similarly, we simulated two variations of Generic,

with and without location information. Figure 15 shows that, when location information is avail-

able, both Generic and Stojmenovic’s algorithm achieve high delivery ratio (≥ 85% in sparse

networks and≥ 95% in dense networks) under a very high average moving speed (160m/s). On

the other hand, when location information is unavailable, the delivery ratio of both protocols drops

dramatically as the moving speed increases. It is very clear that the high reliability of Stojmen-

ovic’s algorithm comes from the use of location information, a technique that can be applied on

the generic protocol and achieves the same high reliability. Other the other hand, Generic is more

efficient than Stojmenovic’s algorithm. Figure 16 shows that the average number of forward nodes

in Stojmenovic’s algorithm is 20% larger than in Generic in relatively dense networks. Stojmen-
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(a)∆max = 10ms
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(b) ∆max = 100ms

Figure 17. Broadcasting via SBA.

ovic’s algorithm is more efficient in sparse networks, because it uses node degree as priority, while

Generic uses node id. Their difference, however, is very small.

On the other hand, using location information has its drawbacks. Location information providers,

such as GPS devices, usually cause higher cost and energy consumption, and the obtained location

information may be inaccurate. Furthermore, the actual transmission range of mobile hosts varies

in different environments, and predicting the link existence among two nodes may be unreliable,

even with the accurate location information.

Backoff delay: All above techniques improve the delivery ratio of an efficient self-pruning proto-

col. Here we try to solve the problem from another direction; that is, reduce the number of forward

nodes in a reliable protocol, say, SBA. Backoff delay is used in SBA and Stojmenovic’s algorithm

to discover more black nodes and further reduce the size of CDS. In the simulation, we compute

the backoff delay of a nodev as in SBA:

delayv =
1 + degv

1 + degmax

∆

wheredegv is the node degree ofv, degmax the maximum degree ofv’s neighbors, and∆ a uniform

random variable between 0 and∆max. The number of forward nodes can be further reduced

by using a larger∆max. Figure 17 shows two examples of SBA with different backoff delay

coefficients. In the bottom of Figure 17 (a), both nodes 34 and 50 are forward nodes, because
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Figure 18. Percentage of forward nodes versus backoff delay in sparse (a) and dense (b) net-

works.

neither of them has discovered that the other node has forwarded the broadcast packet in their

relatively short backoff periods (∆max = 10ms). In Figure 17 (b), however, only node 50 becomes

a forward node, as node 34 has waited long enough to discover the visit status of 50 (∆max =

100ms).

We first examine the effect of backoff delay on efficiency of SBA, Stojmenovic’s algorithm,

and a variation of Generic that uses backoff delay. Backoff delay has different effects on different

protocols. As shown in Figure 18, a relatively large∆max is essential to the pruning efficiency of

SBA, which performs poorly with a small backoff delay (∆max = 0.001s). Increasing∆max im-

proves the efficiency of SBA significantly. In SBA the average number of forward nodes decreases

as∆max increases, until∆max reaches0.1s. After this point, increasing∆max will not improve

efficiency significantly. Stojmenovic’s algorithm is less sensitive to the backoff delay than SBA,

as Rules 1 and 2 are used to reduce the number of forward nodes before starting the backoff delay

timer. Generic is the least sensitive to the backoff delay. The self-pruning rule is very efficient at

the time the broadcast packet is first received, and only a few extra nodes can be pruned after the

backoff delay.

The interesting thing is that the high reliability of SBA is not compromised by the higher effi-

ciency achieved with larger backoff delay. As show in Figure 19, compared with Generic, varia-

tions of SBA with different values of∆max have almost the same high delivery ratio (≥ 95%) in

both sparse and dense networks, although they have different numbers of forward nodes. When
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Figure 19. Delivery ratio versus mobility in sparse (a) and dense (b) networks.
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Figure 20. Percentage of forward nodes versus mobility in sparse (a) and dense (b) networks.

∆max = 0.1s, SBA has almost the same number of forward nodes as in Generic, as show in Fig-

ure 20. In SBA, the number of forward nodes increases automatically to balance the increased

mobility level. In the mean time, the number of forward nodes decreases in Generic, as more

broadcast packets are lost under higher mobility.

Unfortunately, this technique works only for SBA, where no gray node is used in self-pruning.

Even with a very large backoff delay (∆max = 1s), SBA is still less efficient than Stojmenovic’s

algorithm and Generic with backoff delay. Another problem is the significant increase in end-to-

end delay. With∆max = 0.1s, the overall end-to-end delay of SBA is about0.2s, while the typical

end-to-end delay of Generic without backoff delay is about0.01s.
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Figure 21. Delivery ratio versus mobility in sparse (a) and dense (b) networks.

Link failure detection : In our implementation of self-pruning protocols, the link failure detection

mechanism is designed to tolerate two consecutive losses of “Hello” messages. That is, nodev

considers nodeu as its neighbor ifv has received a “Hello” message fromu within the last three

“Hello” intervals. This mechanism can reduce the number of false alerts caused by collisions of

“Hello” messages. However, it makes the detection of a link failure very slow. In the example of

Figure 12, node 47 may become a forward node, and the broadcasting may succeed, if node 49

can remove node 57 from its neighbor set early, say, after the first missed “Hello” message from

node 57, and advertise this information to node 47. However, an aggressive failure detector may

cause other problems. If nodev removes nodeu from its neighbor set by mistake, it may become

a non-forward node based on the false information, leavingu uncovered.

Our solution is to use two expiration timers in link failure detection. After nodev misses the first

“Hello” message from nodev, the failure of link(u, v) is advertised; that is, nodeu is removed

from v’s neighbor set embedded in the next “Hello” message. However,u is still viewed as a

neighbor internally byv, until the loss of three consecutive “Hello” messages. Simulation results

show that this enhancement is very effective in improving reliability. As shown in Figure 21, the

enhanced Generic achieves high delivery ratio in both sparse and dense networks. According to

Figure 22, the enhanced Generic has similar efficiency to the original protocol under low mobility,

and the number of forward nodes increases automatically to balance higher mobility levels. Note

that this scheme does not use any location information or cause extra end-to-end delay.

Simulation results in this section can be summarized as follows:

1. Using smaller “Hello” interval is more resilient to mobility. However, a very small (< 0.1s)
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Figure 22. Percentage of forward nodes versus mobility in sparse (a) and dense (b) networks.

“Hello” interval may cause high collision, and has a negative effect on delivery ratio.

2. Using node id as priority is more efficient and more reliable than node degree and NCR.

3. SBA achieves relatively high efficiency and high reliability with a larger backoff delay.

4. When accurate location information is provided, self-pruning protocols are more resilient to

mobility. However, location information may be inaccurate and causes extra cost.

5. Both high efficiency and high reliability can be achieved using the proposed fast link failure

detection technique.

7 Conclusion

We have evaluated the performance of a family of self-pruning protocols via simulation study. A

generic self-pruning rule is used as a framework for the comparison of existing protocols and vari-

ous implementation techniques. The self-pruning rule is an enhancement of the coverage condition

proposed in [21]. It provides better insight into existing protocols and has a simpler correctness

proof. Seven existing self-pruning protocols and the generic protocol derived from the self-pruning

rule are simulated. The simulation study focuses on the broadcast reliability under mobility and

congestion. We have also evaluated several techniques to enhance reliability, and shown that both

high efficiency and high reliability are feasible in mobile networks.

In a realistic network, low reliability can be caused by a combination of features such as con-

tention, collision, and mobility. Simulation results show that collision among broadcast packets is
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not a major issue here. Because a certain degree of redundancy exists even in the most efficient

self-pruning protocol, and a large portion of collisions can be avoided by using a small forward

jitter delay. In networks with high traffic and low mobility, contention for the shared wireless

channel is a major problem, when a CSMA MAC layer such as IEEE 802.11 is used. We recom-

mend using the generic protocol to reduce the number of forward nodes and conserve bandwidth

consumption. In networks with low traffic and high mobility, the major problem is the inaccurate

neighborhood information caused by mobility. We recommend using static protocols such as Wu

and Li’s algorithm to maintain a certain degree of redundancy.

Two existing protocols, SBA and Stojmenovic’s algorithm, achieve both high efficiency and

high reliability in mobile networks, and are suitable for networks with both high traffic and high

mobility. However, both protocols have their limitations. In order to achieve high efficiency, a

large backoff delay is required in SBA, which causes a large end-to-end delay. In Stojmenovic’s

algorithm, location information is used to reduce control overhead and for fast topology changes

detection. However, acquiring location information introduces extra cost, and link detection based

on geographic distance may be inaccurate in real networks. A technique to improve reliability

in mobile networks is to use small “Hello” intervals. But this method also increases the control

overhead. Using a small “Hello” interval can neutralize the effect of high mobility, but excessive

“Hello” messages may be more expensive than blind flooding and are therefore not recommended.

A new finding of our study is that node id as priority is better than node degree and NCR. Using

node id is less efficient than node degree and NCR in sparse networks, but is more efficient in dense

networks. In addition, protocols using node id has significantly higher reliability than those using

node degree or NCR in mobile networks. Finally, we have proposed an enhanced link detection

technique to achieve high efficiency and high reliability in mobile networks. When this technique

is applied to the generic protocol, the enhanced protocol maintains the same efficiency in static

networks, and is significantly more reliable than the original protocol in mobile networks, with

only minor penalty in efficiency.

Our future work includes evaluating self-pruning protocols as route discovery mechanisms of

on-demand routing protocols, and new efficient broadcast algorithms that are more resilient to node

mobility.
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